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Challenges

• The usual fate of planning documents

• The fate of sensitive documents 

• The abundance of assessments and 
response plans

• Organizational silos

• Change of leadership 



Approach & Benefits 
beyond AWIA Compliance

Approach

• Build the plan with the people that carry it out

• Capture institutional knowledge and opinions from all levels of 
the organization

• Align and connect other plans

Benefits

• Participants learn from others that are not part of their 
“branch” but make up their forest

• Build a risk aware culture - inform staff of the latest 
information on threats and risks:

• Sea level rise and storm surge flood modeling

• ground/surface water modeling related to salt water intrusion, PFAS 
contamination

• Review concerns that keep us up at night and analyze as part of 
whole system 

• Justify needs for those projects that just can’t get traction

Operators, Technicians, Chemists, Geologists, Engineers, Planners, 
Trainers, Accountants, IT experts, Security, Communications, and 
more……..



Kicked off in January 2020

6 planned in-person workshops 
to 

30+ Zoom and Teams Sessions
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R = C x V x T 
Where:

R = Risk 

C = Consequence ($)

V = Vulnerability (0 to 1)

T = Threat Likelihood (0 to 1)



Some High Risk Threats

Aging Infrastructure

Human Error
(lack of knowledge or contractor error)

Loss of Staff

Hurricane

Flooding

Loss of Supply

Measure Highlights:
• Increase automation of plants 
• Increase predictive maintenance through 

enhanced asset management, including a 
champion 

• Upgrade electrical distribution systems
• Enhance emergency procurement 



Findings:
Our Threats 
Our Incident Action Plans

• Hurricane / Tropical Storms 

• Pipe Break: Distribution System 

• Pipe Break: Raw Water Line

• Destruction / Sabotage of Water System 

• Active Assailant

• Possible Contamination & Confirmed 
Contamination

• Electrical Failure

• Fire / Explosion

• Pandemic

• Loss of Communication Systems

• Loss of SCADA / Monitoring Failure

• Wellfield Contamination: ASR and 
Production Wells

• Civil Disturbance

• Dry Periods (Water Shortage)



Findings: Utility Resilience Index – Baseline 64.5%
Emergency Response Plan (ERP) 0.14 0.0350

No ERP 0.00
ERP developed and/or updated X 0.25
Staff trained on ERP (i.e., Table Top) 0.50
Resource typed assets/teams defined and inventoried 0.75
Functional exercises on the ERP conducted 1.00

National Incident Management System (NIMS) Compliance 0.16 0.0800

No ICS/NIMS Training 0.00
ICS 100/200 provided to key staff 0.25
ICS 700/800 provided to key staff X 0.50
ICS 300/400 provided to key staff 0.75
Utility certified as NIMS compliant 1.00

Mutual Aid & Assistance 0.19 0.1900

None 0.00
Mutual Aid/ Intramunicipal (within own city/town agencies) 0.25
Mutual Aid/ Local-Local (with adjacent city/town) 0.50
Mutual Aid/ Intrastate (e.g., Water/Wastewater Agency Response Network 

[WARN]) 0.75
Mutual Aid/ Interstate and Intrastate X 1.00

Emergency power for critical operations 0.06 0.0600

None 0.00
Up to 24 hrs 0.25
25–48 hrs 0.50
49–72 hrs 0.75
Greater than or equal to 73 hrs X 1.00

Ability to meet minimum daily demand (water) or treatment (wastewater) 0.1 0.0500

None 0.00
Up to 24 hrs 0.25
25–48 hrs X 0.50
49–72 hrs 0.75
Greater than or equal to 73 hrs 1.00

Critical parts and equipment 0.09 0.0675

3-4 weeks or greater 0.00
1-2 weeks 0.25
3-5 days 0.50
1-2 days X 0.75
Less than 24 hours 1.00

Critical Staff Resilience 0.06 0.0450

<10% 0.00
10-25% 0.25
>25-50% 0.50
>50-75% X 0.75
>75-100% 1.00

Business Continuity Plan 0.05 0.0250

No BCP 0.00
BCP under development 0.25
BCP completed X 0.50
BCP fully implemented 0.75
Annual commitment of resources & BCP exercised 1.00

Utility Bond Rating 0.06 0.0450

Caa, less than or equal to 0.00
B-Ba 0.25
Baa-A 0.50
AA X 0.75
AAA 1.00

GASB Assessment 0.02 0.0150

Less than 20% assessed 0.00
20–40% assessed 0.25
41–60 % assessed 0.50
61–80% assessed X 0.75
Greater than 81% assessed 1.00

Unemployment 0.04 0.0200

≥ 5% National Average 0.00
> 2–4 % National Average 0.25
+/–2% National Average X 0.50
< 2–4 % National Average 0.75
≤ 5% National Average 1.00

Median Household Income 0.05 0.0125

≤ 10% State Median 0.00
< 5–10 % State Median X 0.25
+/–5% State Median 0.50
> 5–10 % State Median 0.75
≥ 10% State Median 1

Additional Resilience Indicators

• Water saved through implementation of the Water Use Efficiency Plan:  270,000 gallons per day (2019)

• Percentage of infrastructure projects that incorporate the consideration of sea level rise for the life of the asset:  100%

• Number of infrastructure projects delivered using the LEED or Envision Sustainability Rating Systems:  2



Key Results and Takeaways 

• An Implementation Plan listing mitigation 
measures including cost-benefit estimates 

• Inform budget process

• An Emergency Response Plan: 

• Digital integration with other plans

• Incident Action Checklists 

• Refresh Incident Management Team

• Provide training and scenario 
exercises 

• Involve all stakeholders – take the time to 
facilitate discussions

• Take opportunity to educate on new and 
evolving risks

• Reference other utility plans and priorities

• Customize the tools to benefit your utility





Thank You. 

Questions?

Debbie Griner, ENV SP

Resilience Manager

Miami-Dade Water & Sewer

debbie.griner@miamidade.gov

786-552-8781

mailto:debbie.griner@miamidade.gov

